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Logon To Network: 
USERID | 
PASSWORD | ~ 
Note: Your password is your passcode followed by a valid token. 

Logon To Network: 
USERID | 
PASSCODE | 
TOKEN | 

Please enter a user ID to request a Token. 
Token will be instantly transmitted to your registered Personal 
Communication Device and will be valid for one minute. 

USERID | ~ 
/ 

Logon To Network: 
PASSCODE | | 
TOKEN I I 



USER REQUESTS TOKEN FROM TOKEN SERVER 



TOKEN SERVER GENERATES TOKEN 



TOKEN SERVER GENERATES PASSWORD BASED 
UPON PASSCODE AND TOKEN 



TOKEN SERVER UPDATES PASSWORD AND 
ACTIVATES USER ACCOUNT IN USER DATABASE 



TOKEN SERVER TRANSMITS TOKEN TO USER'S 
PERSONAL COMMUNICATION DEVICE 



i 



USER RECEIVES TOKEN 



USER LOGS INTO SECURE SYSTEM USING USERID 
AND PASSWORD 



i 



SECURE SYSTEM TRANSMITS LOGIN DATA TO 
USER AUTHENTICATION SERVER 



f 



USER AUTHENTICATION SERVER 
AUTHENTICATES USER BASED UPON LOGIN DATA 



USER AUTHENTICATION SERVER TRANSMITS 
AUTHENTICATION CONFIRMATION TO SECURE 

SYSTEM 



SECURE SYSTEM ALLOWS USER ACCESS 
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ASSOCIATE USERID WITH PASSCODE AND PHONE 
NUMBER OF USER'S PERSONAL COMMUNICATION 

DEVICE 



RECEIVE TOKEN REQUEST 



ASSOCIATE TOKEN REQUEST WITH USERID 



GENERATE TOKEN 



1 



GENERATE PASSWORD BASED UPON PASSCODE 
AND TOKEN 



SET PASSWORD IN USER DATABASE AND 
ACTIVATE USERID 



I 



TRANSMIT TOKEN TO USER'S PERSONAL 
COMMUNICATION DEVICE BASED UPON PHONE 
NUMBER ASSOCIATED WITH USERID 



i 



USER CAN ACCESS SECURE SYSTEM BY LOGGING 
IN USING TOKEN 



i 



TOKEN EXPIRES 






DEACTIVATE USER ACQ 


DUNT IN USER DATABASE 
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